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i. Introduction

Compuier-program testing is currently a very active research field. There is
the perception that formal program verification has a much more solid
theoretical base, but is seldom utilized in practice. Testing is applied in
virtually every sofiware development project, yet the process is often not based
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' test data. Another exampls of black box iesting is random test data generation,
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One SEE% of a strictly black box approachis to utilize the specifications
to generate the test data. A concrete example of this approach’is contained in
Parnas (1972), where the objective of detailed specifications is to stale 1.5
functional requirements completely and nnambiguously, while leaving design
decisions to the implementation. These specifications are then represented in

the form of inpui—process—outpui, and can be conveniently used to generate

where a random value is selected for each input yariable of the program and
each test data point then consists of these values collectively taken over all
input variables. This is guite a simple and intuitively appealing approach, but
itis wnclear whetherin general it will provide effective software error detection.
Duran and Ntafos (1981) have reported experiments 10 show that random
testing can be effective for at least some €iT0TS and classes of programs.

1.1.2 White Box Testing

A white Tox testing approach is based upon explicit knowledge of the
software under test and its structure. For this reason, it is often also known as
structural testing. Research has shown that there are inherent limitations to the

i

and mﬁﬁnﬂan will fail to detect the absence of certain features that might be |
missing in the software. Information and the associated test data must be.,

derived from the software specifications, design documents, Of from some

other source. For example, & missing path error has been identified by Howden'
(1976), in which a required predicate does not appear in the given program tol

be iested. ﬁ.mumnwm:% if this missing predicate were an equality, it would b
extremely difficult or impossible for a white box method to systematicall
determine that such a predicate should be present. We can only look to

1

m:mmﬁamwﬁmg sources such as the software specification to provide in-;

formation when such features might be missing within the given m._o.mém.am. Iy
Despite these disadvantages, & number of quite sophisticated and varied i
techniques have been developed and are presently used in both research and!
practice. 'One approach commonly used in practice involves coverage,
measures, including statement coverage and branch coverage. A detailed
discussion of these techniques will be given in Section 4, but the basic idea is
that a god test plan shoutd certainly thoroughly exercise the various parts om_
the source code of the program. Thus, in statement cOVerage, each mﬁmﬁam&
of the program should be executed for at least one input test point; in Unmzqm
coverage each IF—THEN-ELSE predicate decision should have a trug andia
false outcome, and each of these should occur for at least one input test point.
The mgm:n.:u‘ of this approach is appealing, but it can be shown that many
. Y

'

||I i

use of EE& box testing alone, for test data based only upon the software code ||
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errors will not be detected by these coverage methods and the software :E,ﬁ be
instrumented to establish the extent of coverage for the set of test data.

Path-orienied testing methods also constitute a white box approach, Here
the process of testing a computer program is treated as two operations:

1. selection of a path or set of paths along which testing is to be conducted,
2. selection of input data to serve as test cases, which will cause the chosen
paths to be executed. .

Thus in the research literature there have been proposed methods to select
paths for testing, or proposed methods to select data along program paths,
without necessarily specifying an associated approach for selecting those
paths; in other cases, proposed methods have addressed both aspects. Sec-
tion 6 will discuss a number of path-oriented testing methods. :
Substantial research has been done and viable methods proposed based

* upon structural testing, Fewer systematic studies, methods, and results are

available in the area of black box testing. Howden (1985) has argued
persuasively for a systematic functional testing approach, which utilizes
information and generates test data from specifications, the software source
code, and other design documents, This process of amalgamating the best of
seyeral methodologies is a reasonable appreach.

1.2 Module, Integration, and Acceptance Testing

There are various levels at which software testing occurs. The lowest level
takes place with the software module, which is the smallest unit of software,
Km:w_ debates have raped as to the optimum or maximum size of the module,
but most sofiware experts agree that a software module should be of a size and
complexity so as to be gasily understood and grasped by a programmer ot
analyst other than its author. The levels of testing can then be identified as:

1. module test (also known as a unit test), where each module is individually
Hmnma to ensure that its performance meets its stated mmn&mnwaonw

9. integration test (also-known as an incremental tesi), where a set of
modules are tested together, ensuring that the combined specifications of
these modules are met as the modules interact and communicate; this
requires careful testing of the interfaces beiween the modules in thissetas -
they communicate and exchange information; these module interfaces
are a COMMON SOUrce of errors, especially if the modules are written by
different programmers; .

3. systems test (also known as an evaluation test), where the entire software
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e tracgs of procedure invocation and timing
e sensors for evaluating min/max/first/lagt values for loop control
variables or code blocks
2. probes inserted to check for “standard” errors
e division by zero
. o:iom._uo:nam. array references
o initialized variable references
s procedure argument or parameter mismatches

Leon mﬂnnwm (1977) developed an extensive instrumentation system for
mDWHW>Z programs, called Program Evaluator and Test {or PET), which
uiilized :ﬁmm concepts. Several researchers have investigated the optimum
placement of probes and monitor soliware; for example, see the work of J. C..
Huang (1975) or C. V. Ramamoorthy and K. H. Kim (1975). _

Another powerful tool for testing is the incorporation of assertions. At
Various _uo?a in the program, the programmer who originally designed and
wrole the source code is aware that certain conditions must hold at that point.
As a matter of fact, one can argue that this is the sort of documentation,|]
including intuitive loop invariants, that is really needed from the program
author, rather than the documentation usually provided. The tester can utilize |
these conditions or assert that alternative conditions are useful for testing. An
example might be h

ASSERT (4 + B) < 12

The violations of this assertion can be pointed out, but they also can be used t
control various software instrumentation. An example of the use of such

dynamic mwmmﬁﬁmou checker is again provided by the PET system of .mEn__Q“m

| 1

{1977).

1.4 Categories of Errors o

In &mn_w.me.bm the subject of testing, we should noie that three terms ar
Ewn:mm& that are-sometimes used interchangeably, but represent quite
different phenomena. A failure in a system is an observable event where Em\
system viplates its specifications. An error is an item of information (such as a
variable yalue or a-line of code) which, when processed by the system, Emw.
produce a failure. Not every error will produce a failuze, singe errors may not
be observable, or error recovery procedures may be built into the program. 4
fault is a mechanical or algorithmic defect that will generate an error (i.e. 8
programming “bug”). Note that our tendency is (o refer to both errors m:m
faults as errors. . ,

i
i

i
1
Y
|

P

e e i
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Another concept related to program errors is that of coincidental cor-
rectness. This occurs when a fault is tested, and yet coincidentally the test data

results in correct output variables. If different test data had exercised that

fault, the fault would have been detected by the generation of incorrect outpui
variables. This indicates that redundant testing is always required, and that
tests should be designed with coincidental correctness in mind. .

Howden (1976} originally defined the classification of errors into domain
and computation. errors, and this classification has subsequently proven
nseful. Zeil (1983) has published a more detailed classification and character-
ization of these concepts. A program is said to exhibit a domain error when
incorrect output is geénerated due to execution of the wrong path through a
program. A computation error 0cCurs when the correct path through the pro-
gram is taken, but the output is incorrect because of faults in the computa-
tions along that path. ‘ . :

There are two types of domain errors, path selection errors and missing
path errors. When a path is incorrectly selected and another path exists that
would produce correct output, we identify this as a path selection error. Where
fhe conditional statement and computations associated with part of the input
data domain are missing entirely, it is called a missing path error (Howden,
1976),

" The simplest case of a path selection error is the predicate fault, in which a
fault in a predicate causes execution (o follow the wrong path for some input
dats. Since the evaluation of a predicate may depend upon previous
assignment statements, a fault in an assignment staterment can also cause

domain errors. This will be referred to as an assignment Sault,

1.5 The Need for a Testing Oracle

One of the most expensive aspects of testing is the simple determination of
whether or not the output corresponding to test data is correct. What often
happens in practice is that the tester “eyeballs” the output to see if it is
reasonable, as correct output is known for only a small subset of the total test
cases examined. Clearly a test oracle is needed that can automatically check
the correctness of test output, A number of researchers have argued that the
specifications should be executable so as to aid in this determination. The
concept of a test oracle was originally developed by Howden (1978b),
and he indicated that test oracles may also assume the form of tables
of values, algorithms for hand computation, or formulas in the predicate
calculus. ’

In practice, the programmer (or user) must make this determination, and the
time spent examining and analyzing these test cases is a major factor in the
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should be noted that two directed paths that differ only iri the number of times.
a particular iteration loop in the program is cxecated will be identified as
distinct control paths. Thus the number of control paths in a program can be
potentially infinite. o .
. Every branch point of .the program is associated. with a general predicate. -
This predicate evaluates Lo true or: false, and its value determines ‘which-
outcome of | the branch will be followed. A predicate is génerated each-time
control reaches an IF or DO (ot GOTO) statement in the given program. The
path S_i_.z.w: is the compound condition that must be mmmw.mmmm@w thefinput’
data point in order for Lhe control path to be cxecuted. The path’ condition :
_ consists of /a set of constraints, one constraint for_each predicate as it Is
sncountered as the control path is traversed. The predicates are initially’
expressed in teyms of program variahles; since each of these program variables |
can be ultimaiély expressed in terms of the input variables using issignment
statements| along the conirol path, the predicates can be re-expresséd as.
constraints in terms of only the input yariables. Sh
Not all the control paths that exist syntactically within the program are i
executable, 1f input data exist which satisfy the path condition, the control
path is also an execution path and can be used in testing the program. If the!]
path condition is not satisfied by any input value, the control path is said to be/]

.y

infeasible and is of no use in testing the program. i
: W

i
14
Li
1

21.2 Static versus Dynamic Analysis "

This brings to mind an important conceplual point when considering many.
issues in testing. Static analysis utilizes the computer program, examining this:
program [for syntax errots and structural properties, but does not Tequire’
execution of the program. Dynamic analysis requires execution of the program

using .:55 data. For example, one might be given a computer program in

which the potential contro! flow is not well formed becausg no, directed pa: m
from the WE:Q nodé exists io reach some node of the program. This .wu_dm_uﬁ.m_
defect can be detected by static-analysis. Not every control path corresponds
tfoan nxmwcmoa path, however, as sore may prove to be infeasible, and this nw_mw
- only be detected by dynamic analysis. Another example of this a..ﬁ,mdoao“_w
involves the concept of sreachable code.” If there exists no control'path by
which to reach some specified set of code in a given v_,.omnm_.n from the entry
node AE.E thus the corresponding control flow graph is not well formed), E;m
can be ascertained by static analysis. We say, however, that a statement {ora
group oﬁ sequential statements) is unreachable if there exists no execution ummw
that traverses that statement; again, this requires dynamic analysis ao

ascertain that this condition does ot does not exist. |

i
i

w,
w,

1
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21.3 Symbolic Evaluation

Another approach used in testing is that of symbolic evaluation, which might
also be thought-of:as another approach of static analysis, since the program is
not actually exeeuted with numerical data; an excellent survey of this area is
provided by Clarke and Richardson (1981). The basic idea in symbolic

gvaluation is to allow the.input variables to assume symbolic values and to

express the ouiput variablesiin terms of these symbols. These output variable
expressions can’ then be examined to see if the program is computing the
functionsintended, One problem with this approach is that the computational
functions, and thus the-resultant symbolic ontput expressions, depend upon
the path taken through the program. Thus, to eflectively use symbolic

- evaluation, a specific control path must be selected, and the associated path

condition obtained as a set of constraints to be satisfied must be expressed also
in terms of the symbolic input variables. Then, for each conirol path, the
computation can be explored by analyzing the symbolic output expression,
and the feasibility of the path ascertained by determining that there exists at
least one inpit point -that qatisfies the path condition. Many times the
symbolic evaluation approach will show errors that might be difficult to
determine using other methods. For this approach to be effective, the symbaolic
expressions should not be too complex; if they are 100 complex, their

' :,_mn?_nnmm becomes limited.

29 Fundamental Problems of Decidability in Testing

- One of the most important contribulions of mathemalics and compuler
science is the theory of decidability of computation. It has applications in
many areas of computer science and is important in warning us not to attempt
solutions to problems that can be proved unsolvable. In this séction we will
explore some of the decidability issues as applied to program testing, and it
will become clear that many fundamental issues in testing are undecidable.
This _uow:m out one more reason why the area of program testing is 80 difficult,
and why approaches 10 testing have relied so heavily upon intuition, using
henristic and ad hoc techniques. Both the formal and informal aspects of the
issues identified in this section are discussed by Brainerd and Landweber
(1974). o .

~ Aproblem issaid to be undecidable (or unsoluable) if it can be proved that no
algorithm exists for its solution. One of the principal models for studying
decidability issues is that of the Turing machine, which consists of a finite-
state machine, together with an infinite-capacity external storage tape. A
seminal result is that of the halting problem for the Turing machine, which is
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4, Wil vaé statement in the program be exercised by some input data?
5. Will every branch in the program be exercised by some input data?

6. Will 2@@ control path in the program be exercised by some input data? %
, ;

Weyuker ﬁwq& has proved all of these problems to be undecidable. j :.,m is

unexpected because, if we rephrase each question and ask about traversal of
each construct from the entry node in the control low graph, there is an
efficient m_mv&uaa solution to each question. Again, the requirement of the |,
exercise of Tw% construct by input data makes the problem undecidable. !
Weyuker indicates that problems 1 through 6 are extremely important, since *
the two commonly accepted criteria for adequate tesling are that either every
statement or every branch in the control flow graph should be executed at least
OnCEe acanw the test-data set execution. Furthermore, if we can show that {]
statements, branches, or control paths are never executed, not only can the !
testing procedures be simplified by recognizing this fact, but the unreachable
{“dead”) code can be eliminated, thus considerably simplifying the program. i
The problem is that these apparently static issues are really undecidahle,
because theéy must be viewed in a dynamic context as well. .
Thus, as we observed earlier, data flow analysis methods can be applied to
the control flow graph to identify parts of the control flow graph that cannot
be Hmmcrnnm by conirol paths, incomplete control paths can be found, and
variables can be detected that are not properly initiated or defined. Yet only;:
some cases of “dead cods” can be identified in this way. Code may b |
zEmmnrmEmu contro! paths infeasible, or branches never traversed, and th
"problems pf detecting these situations are in general undscidable. One MusE ;
keep these facts in mind when designing test data.

23 A Theoretical Foundation for Testing

Most researchers would acknowledge the pioneering paper of Goodenough
and Gerhart (1975) as the first published paper to establish a sound Eﬁoﬁmnmd
basis for testing. Many definitions in testing that are commonly ysed toda;
emerged ifrom that analysis. ‘Goodenough and -Gerhart’s “fundamental
theorem ”o.m testing™ has provided a model for other researchers to useasa momﬂ
in formalizing a testing concept. The paper on the reliability of path analysjs
strategies by Howden (1976) further elaborates.on the Goodenough and
Gerhart results, and many of the concepts in the Howden paper are =o£

noEEouu.« used by the testing research community.

231 W._..mmw Selection Criteria

In a.ﬁ paper by Goodenough and Gerhart, the fundamental %momma.”o“m
Hmmmnmﬁn:mwn:\ anm_u:mramEmﬁ:ﬁam_smﬁmx._ﬁmmm::mnmﬁmm::mﬁ reliably

P
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determines the correctness of a given program over its entire input domain,
This theorem provides even further insight, however. Goodenough and
Gerhart define a “test selection criterion,” which specifies conditions that
must be satisfied by a finite test set. For example, a criterion for a numeri-
cal program whose input domain is the integers might specify that each
test should contain a positive integer, one negative integer, and zero; thus
{~-5,0,12} and {—1,0,8} are two of the test sets selected by this criterion.

A test set T is successful on program F if P is correct for every element of T
Suppose that T, and 75 are (wo test sets that saiisfy a test selection criterion S.
If the criterion § is consistent, then Ty is successful if T; is also successful.
Suppose that P is incorrect for some input. Then a test selection criterion S is
complete if there is an unsuccessful test T that satisfies the criterion S. From
these definitions, the fundamental theorem of testing of Goodenough and
Gerhart, as slightly modified by Howden (1976), follows:

If there exists a consistent and complete qelection criterion 8 for a program P, and if atest
set T satisfying criterion S is successful, then P is correct.

The problem is that in selecting a test selection criterion there is a trade-off
between the property of consistency and that of completeness. It is easy to
define a test criterion with one property or the other, but it is difficult to
achieve both properties. We will cite several examples from Weyuker and
Ostrand (1980) that illustrate this point. Assume a program P that computes
X * X, for X with integer values, while the output specification is P(X) =
X + X. Since P is correct for X =0 and X = 2, and incorrect for all other
inputs, a criterion that selects as tests only subsets of {0, 2} is consistent but
not complete, as it does not indicate the error in P. A criterion that selects
subsets of {0, 1,2, 3, 4} exposes. the error in P, and is therefore complete but
is not consistent, since Ty = {0, 2} is successful whereas T, = {0, 1} is not.
A slight change in the program, while retaining the same output specifica-
tion, may completely change the completeness and consisiency of this crite-
rion. Suppose P’ computes (X + 2); then X = 2 becomes the only input for
which a correct answer is produced. Now we find that subsets of {0, 2} be-
come complete but not a consistent criterion for P'. If P! computes (X + 5),
the criterion that selects subsets of {0, 1,2, 3, 4} now determines correctness
for P'.

2.3.2 Construction of Finite Test Sets

Howden (1976) proves the problem of constructing a reliable finite test set
for arbitrary programs to be undecidable. Thus, although we know that a
reliable finite test exists, it is the problem of constructing such a set that is
undecidable.
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LEE J. WHITE

| 3.3 Critigue of Static Analysis

Static analysis can demonstrate that certain kinds of errors are absent from
a given program, such as variable anomalies and control flow graphs that are
not well mo:zwnr and this can be accomplished very efficiently and at low cost. .
Automatic systems are commonly available for this, which require: no
expensive programmer or tester interaction and no program execution, Very
useful documentation can be generated at this stage, assuring both software
developer and user of the reliability of the software to this extent.
Static tesiing cannot distinguish between execution paths and static control
* paths, as we'have already observed. Static analysis cannot determine and
* analyze the functionality of a program, for this can only be demonstrated in a
dynamic execution mode. Static testing can efficiently eliminate many types of
ETTOIS, Eo_:&um those associated with variable anomalies, but nm:mo_ﬁ be
effeciive mmm.?mﬁ many errors only revealed by execution of the Eom.ﬁ.ma...

4, Coverage Measures

|
In Section 1.1.2 we gave several COVETage MeAsUTes as examples of white box
testing. We want to expand on that discussion to show that, although coverage
INEASUres mme to be a systematic approach to testing, many errors will still
escape detection.

4.1 _uom.i Coverage Measures

Secticns #: through 4.1.4 will present coverage measures referred to as

“logic no<nnmmm= by Myers (1979), who provides an expanded discussion of

this concept. The material in Section 4.1 is reprinted by permission of John
Wiley & Sons, Inc., copyright ©1979. There is a certain ad hoc aspect to these
measures, illustrated as we move from one coverage criterion to another in
order’to slightly strengthen it by including a test for an error condition missed
in the previous criterion. Also in Section 2.2, we showed that it may not be
possible to ..chmJ\n one-hundred-percent caverage with any of these measures.

4.1.1 mﬂmmﬂm:w Coverage

With MBWE:E; coverage, every statement in the program is to be executed
by the test %2 at leastonce. Unless one encounters reachability problems, this
is certainly|a requisite of a test plan. It is not nearly strong enough, however.
for consider the cxample statement ,

IF X=>0

THEN §;

|
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Tn this case, we assume a null ELSE statement; thus with statement coverage,
the ELSE condition might never be checked and yet contribute {0 a Serious
ErTOr.

4.1.2 Branch Testing (Decision Coverage)

We define branch testing (or decision coverage) if each predicate decision
assumes a true and a false outcome at least once during the test set execution
(or each possible outcome for a CASE statement). This coverage criterion
clearly.overcomes the prablem with the null ELSE example previously given,
but there aré problems with decision coverage as well.

" For example, consider a program with two successive [F—THEN-ELSE
constructs; if tests are selected which execute the THEN-THEN alternalive
of these predicates, as well as the FLSE—ELSE altcrnative, then this criterion
is satisfied. Yet the THEN-ELSE alternative is not adequately tested, and
might well be-in error,

4.1:3 Condition Caverage

Another weakness in branch testing is encountered with compound
predicates such as

IF (4>0) AND (B<3)

Branch testing will treat this compound predicate the same as a simple
predicate, testing only for true and false outcomes and ignoring the fact thata
false outcome could occur from two distinct Boolean clauses. For this reason,
condition coverage will require that, during test set execution, each co nditionin
a compound predicate assumes all possible outcomes at least once. Althoughit
appears to strengthen decision coverage, there is still no requirement of atrue
predicate when both conditions are truc.

4.1.4 Multiple Condition Coverage

As a result of this painful evolution of coverage measures, consider multiple
condition coverage, which requires that during the test set execution all
possible combinations of condition outcomes in each predicate are invoked at
least once. It should be clear that this coverage measure implies (or is stronger
than) decision coverage and condition coverage criteria. The reason for the
term “possible” in the definition is that some combinations may be redundant,
For example, for

(X <5) AND (X <10)
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Moreover, Weyuker (1984) has also analyzed the complexity of these
criteria. Consider a program with m variables, a assignments, b input
statements, and ¢ conditional transfers. If d represents the number of
definitions in ﬁwﬁ program, it follows that

G+bhy<d<a+{b-m

since each input statemnent defines between one and m variables. :

The all-nodes and ali-edges criteria require at most (¢ + 1) test cases. The
all-DEFs .on:@”&o:.nmac:mm at most (a + b - m) test cases. All criteria indicating
uses require at most

W (1/4)(c* + de + 3)

test cases ﬁmm the derivation in Weyunker, 1984). The all-DU-paths critericn
R.@:mmmm at joﬁ 2¢ test cases, whereas it is well known that the all-paths
“criterion requires exponential effort, Weyuker argues that only extreme
program configurations would require exponential test cases for all-DU-
paths, and that it constitutes a reasonable criterion for most practical

situations. . :

m,.. Mutation Analysis and Functional Testing

-1n this mmnros we review mutation analysis and a variant of this approach
called weak mutation testing. As these techniques have developed, they now
appear to be related to the classic black box approach, functional Smm:w.
Functional ﬁmmm:sm will also be examined, and related to mutation testing.

H:m E.:Em& objective of mutation analysis is to evaluate the degree to
which a test set exercises a program, rather than the initial generation of that

test, This approach was proposed by Budd et al. (1978), and a considerable

literature Ehamﬁm on ‘various developments and experiments using HEm
approach; for example, a substantial development is given in DeMillo et al.

(1978) and in Budd (1981). The arca has been associated with a degree of

controversy: Lhis methodology is now well accepted as one systematic -

. mwwao.mnr j testing, and it is especially valued in thata substantial amount of
experimental work has been conducted and reported. Much of the material in

Section 3.1 is drawn from Budd (1981), reprinted by permission of North—.

Holland _uc”U:mE:m Co., capyright ©1981.

Since thegoal of ﬁn.m:.:m is to increase our confidence in the program being
tested, good test data'should be associated with the form and function of the

H

L

program. Mutation analysis develops a systematic approach by producing a {4
large number of small incremental modifications in individual program i

X
H
_,“

i
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gtatements. Thus the classes of faults in a program will be explicitly defined
and associated with these modifications. Mutation analysis can be viewed as
providing a measure of test data quality, and there have been & number of
proposals to utilize this analysis in an iterative mode to improve the given test
set. - .

A number of authors have suggested methods for functional testing, and
there are also a substantial number of systems based on this approach. The
fundamental idea is that functions be identified within the computer software
ar elsewhere, and in order to test the program, each of these functions must be
tested over appropriately selected test cases. We shall sec that the problem is to
approach the peneration of the functions and test cases systematically, and

evenfually mEoEEEm:«.

51 Whatis Mutation Analysis?

Mutatioh analysis is based on four assumptions; it is probably the defense
of these assumptions that has provided a great deal of the controversy
associated with this approach:

1. The competent programmer hypothesis: Experienced programmers wriie
‘programs that'are aither correct or almost correct.

2 The coupling effect: Test data that detects small faults in a program (such
as small changes in individual stalements) is also likely lo detect complex
faults in that program.

3. Mutant operators: An adequate set of predefined incremental operators
can be identified to caplure nearly all simple faults in a given program,
these operators will in general be different for gach high-level programm-
ing language.

4. Test oracle availability: As usual, we must have some systematic way to
ascertain the-correctness of output for test dala submitted to a given
ﬁqomnm:.ﬁ

Given a program P to be tasted and a sct of test cases T, T is first executed
with P, and we assume this execution produces no errors. A number of
alternative programs, called mutants of P,are then produced by small changes
in. P, Test set T is then excouted on each of these mutants. Continuing this
biological analogy, if atany point P and this mutant produce ditferent output,
we say this mutant has died; if identical output responses are obtained, we say

the mutant survives. . )
If a large number of the mutants survive, then one conclusion that could be

drawn is that the test set T is insufficient and additional test cases are needed.
If the number of living mutants is small, and we are confident that the set of




. | "sjugnus SurAIAINS
SyRUML[a B BIRp }§9) [RUOLIPPR JO UOBISUAZ oY) 10] POYISW O[JRUIOINE
10 uszmwmmm ® jou §7 219y} pue “‘poddns aremijos xo|dwioo pue [BHUEISANS’
saxmnbal poyjew ayy, Jou 10 weidoxd ysald sy 03 jus[eanba se payijuapr
aq ueo ﬁcﬂsE FUIAIAINS MOY PUE ‘S)uBINU Jua[eAnba jo snssy oy st wojqord.
Toyjouy ‘swerSoid jueinw Jo JBWINU SNOWIOUS UB 0} Pes] Ued siojersdo
uonEIW 0 ISqUENU [[Bws B usaf uopejuswo]duy ay) ur swejqoxd snotses:
[[us are 219y 1, ‘suondmmnsse Jurf[1apun ay3 & Jo bﬁ:m.; 2y} Surnnbay jnogm’
pUE m:E&S PasTL JI [nfas 9 [{IS WED POIISWI U} SNONUIIUOD PUE [RISIIACT).
-0 BS@ DS v sisdjeue uoyeinw jo suopdwmsse Suifjropun o],
"UONBULIoJSUBY
uonEInw u_mEm ® £q 1opip ey} sweifoid jupinwr usemiaq ysmaunsip
03 paufisap 51891 JO UOHONNSUOD 2y} O) sIsjer sny) A[{eoymadg uondsfes:
395-180] 03| payjdde a3e sisAfeue wonEInw jo senbmuyosy 9y) JO SWIOS USYM!
fuysa) wonoIm 0 Pallajel aABY (ZR61) TaPMOT] SB 4ons ‘SI0YINE JO Jaquunu
V "198 1597 93 Jo £jyEnb 211 JO UOBUILIIAIGP Ul PUE UONIDIAS 135-153] Ul Eo_“:
‘Buysay 03 ;umoamm gurkyun e Surpraoxd se pagiowa sey sisA[eue no:mEE

| SiSAleUy UORBINW JO Aewiuing gL'

W "sIsAjeus uonrinw Jo yonejuawedun
Sy ul Euio.& jeonoe1d pue [EON2I03Y] SNOLISS B SB SUTRIIRL ST} {[1S Sjueniy
EB?EE SUIATAINS KJIjUSp! 0} Pasm o UED UORMIN pue sanbruyos) sjduwis
$201B)SU] %EE Ul )BY} PAYEDIPUL SARY ‘SISAJRUE UOLRINW YIism Funjiom (1861)
PPR SB Yons sioysIuasay 198 1591 papuedya Ajqeyns e £q paaourar 8q pjnoo
n ._uEmEB:o ‘uareainba s; jueinw BurAjaIns Yora sisAjeur uoysnw Funnp:
Iaqeym :8 0] sqqussedurr 10 JnoIp aq ::s 11 0§ ‘qusieAmbs a1e surerdord:
om] .Gﬁoaa s|qepapun £jeiausf st 31 ‘7'z UONDAS Ul DAEBDIPUI SV
"Vev e BuLsisno|
Aamay E:,p uelealnba a1k sjuenw paieusd Jo %01 PUR Yy :oPEmmT
1Byl mEmuEE (1861) PPNg 'S[sA[eUE HONEBINNI U J0S 159] AUEB ATAINS sABM[B
[ils pue Bum 1501 Aue £q 4 wod) paysinBupsip aq jouues ust] 4 weifoid o)
IATIR[32 mEmEE uajeamba Jo jes ay 1 -sesuodsas yndino—indui [eonuapraawy
y10q Ji 4 wesdold usal® ay) o) uaanba 5q 0 pies si weidold jueinw vy

| SIBINY JUefeAINbI JO Wa|qold oYL Z'L'G

.mEEmcwn_ PaZIS-21BIopOoll Uaas 10f A[pidel £124 sm018 Jopisuon 0F sjueinu

.«o B@EE.,H uﬁAN‘dOnm_turmmﬁ_ﬁouuoﬁtﬂmmmﬂmbmgmmﬁamzaﬁ:gm
'§30U3I3Jel BIBP JDUNSIP JO JaquInu s} pu® (SJIUBISUOD FUIpn§duL) S00U0I0J0.
EJEP JO Idqunu [e10] 24 jo jonpoid ay} ypm Alea 0 wesfoid ofrioae,

UEB IO SYUB)OUI JO JOQUITIE 31} SMOYS SISA[BUE AJTX9[dUI0D [NjsIeo 210W & JBI))

196 , NOILYOIJIHIA ANV DNILSIL IHYMIH0S

sang1e os[e ppng "SIUEINW 8¢ 7 pey ‘uoneoydynuw Xigew ¢ X ¢ Juruioptad
10y wreidoad xajdwoo v ‘puooas oy} sealsym ‘syueiniu 668 Juronpoid ‘weidosd
Sussaoord 1x9) B SEM 510 A [ SISA[BUE UoneInw Aq paz[eue aJam ‘YiFus] ul
STUDWR)E)S 2911)-K1I1y) yoee ‘sweidoxd om) 18y sj1odar (1861) ppng ‘odwexs
1o, "passancad Suraq elep Jo junowe sy} uodn puadap osfe Azw sjugjnul jo
saquinu oy jo£ ‘wreiSoid sy ut seuy jo Jequini oy syuasardal 7 a1aym ‘(,7)O
SE PazII9)IBIRYD U93q Sey Yis0o1F sy |, ‘porjdde s 305 503 a1j3 sB go orp Apyomb
s Ausm gHnoy) uaas ‘pessanold aq jsnuw pue wu“ﬁu:um J1E-Jey) Suein jo
Joquinu oF1e] A104 uE ST S1SAJBUIB UOT)BINWI YIIM S1ajqoid snowras i) JoauQ
‘Fupsay
sanjeA [eads . pue ‘Gunse) ejeoipaid ‘sisdjeue moy-ejep ‘Bunse) oFelaAco
your1q 10 JUSIISIE]S SE §)09)0 SUNSe) STIES 9} SSASNOE uoljejuauie|dm
SISA[eUE WONEIUU S[Y) MOy smors ppng uopduosep swy) i ‘siojerado
gons jo sadf) jusiopip omj-Ajuamy surejuos swessold NYULIOH 10}
(1861 ‘ppnd) we)sks YOI XT 2UL so[qulies om) Surdueyoiaiul 10 ‘uorssardxs

ONOUIYILIE UB 0} 3UO Surppe ‘monjeiado — ® 03 uopersdo + ® FuiBueyo

se weidoid & o) sefueyd |BIULUISIOUI Yons apnjoul s101eisdo juminiy
sisk[eu uonenw Joy ayedoadde se aq 10u pjnom LHS 40 1V SE [0S
sofendue| [2As]-ToySIY yonw sny) {weiFoad oy uy saueyDd O UBLILS [[BWS A[U0

eonpoid 0y pus} saFuUBYD OHOBIUAS |[EWIS YoiYAm UT saFendue] 10] 159q SI0M.

wa)sAs 213 yey3 sajeatpul (1841) ppng ofendue] Ajquiosse ur 10} Waysks joqid

© se [lor se ‘safenSue] 100D PUE “TODTY ‘NVULYOA 03 peydde pue

padojeasp waaq eABY Swo)sAs SISA[BUR UOREINW JO 1aquimu e ‘01oeld uf
-urerdoad a3 ur sedueyg [jEtus 03

QAIJISUSS ST BYED 159] S1J ISIAYM JO SIOTBOIPUL $B ULSOUD a1e S10je1edo Jueinuw

oy} “yayyey “wexdoxd waald e ug spnjous 1yfnn rewure1Zod syp 1jnej 3[qissod
B 0] Spuodsa100 Yo JBY) ABM B OIS U SIEINE 3¢} JOLISUCD 0} I|qeUO0SEaI
j0u s1 )1 swelfold jurinw jo uoneisusd oyl ul Ivy) 1no sjuiod (1861) PP

sweifoid jueingy jo uojeiaueny  1'L'G

"PalBUILLIS U29G SART] S)UBINWU 3] {[B AJJB3U UsyM Buneunmia)

‘ssa001d Surse] 2AT}RIS} UB O] SPES] SIY I, "SIURINLI 955([] SYRUIUI[2 0] (BJED 189}
Funeisusg JO POYISUI MSU B UM 12)59) 81 apraoid sjuenw Suialains sy,

1021100 81 4 Yeyy 1oy st 1 uoyy Yy wrerdoud e joy sjuwinul jo 93ejusoiad ajqezis
B S)BUILUIS UED 53883 182} JO J98 81 J1 BT} U0NIesse a3 1oddns Yoiym sarpns
Eu:_mEu pajonpuod sey (J861) PPN ‘BIEP JBY) AQ PIsIoIoxs AJ9AISUI)X? U3
sey pue ‘e1ep 159) 2y} Sunpereusd ur pauTurexs A[njares usaq sey weidord aip
‘0s7y paiss) Fureq weadoid a1} JO UOKIUN) PUE ULO) 21} 0} A]RS02 pal) Usaq
DARY JSTIL BJEP )SO] 21| ], 'SA0TRID00 JURINW [RIUSWIIOU] D) WO paseq sjurjnw
Jupeuune uL 2ARdaRe A[PATIEJSI USSq SBI 1AS 352] SY} JEY) 9pmjoU0d UED
M U3l ,Eo_umﬁsm s ‘siojpuado Jupnul pa][ed ‘s3071e3odo [ejuswRIDu] paugep

3UHM r 331 0ge




362 LEE J. WHITE

52 Weak Mutation Testing-—Another Approach

Howden (1982) has suggested a testing method which has many apparent
similarities WS mutation testing and hence has been called weak mutation
testing. The: deseription of this lechnique is drawn. from thal m:w:om.:,o.:,
reprinted &” permission of IEEE, copyright ©) 1982. Test selection rules ate
obtained md”a arithmetic expressions and relations. Weak mutation testing
&mﬂmvrm_o%ov:mnm__iﬁoa mutation testing in several ways: -

1. Tnmutation testing, functions computed by the entire program are tesled -

and nDEmewa to distinguish mutants. In weak mutation testing the focus is i

upon the testing of statement-level functions and expressions.

2 In Eﬁvmoa analysis, to obtain a comprehensive set of mutant programs
the mutant pperators must by necessity be quite dependent-upon the specific
programming language used. We shall see that, although weak mutation

i

analysis concentrates on [unctions at the statement level, the defined .

¥

mutations are not as dependent upon the specific programming language.

3, Howden (1985) points out that in mutation testing the classes of faulis for
which it is efiective are explicitly defined; there is, however, no direct global
way to ocﬁmwn tests that will reveal these classes of faults. There is a trads-off
here, in which the tests can be obtained only if the fault detection capability is
weakened. This accounts for the motivation behind the term “weak mutation
testing,” érwa Tocal test criteria can be obtained at the price of perceiving the |
effect of thejweak mutation on the overall program behavior, Thus we shall see - |

that we Emw have lost the ability to obtain global test sets that produgce the
required ocal test criteria to detect weak mutations.

5.2.1 Oo?no:mi Testing

Ioéanzwﬁ@mmu defines a component as an elementary computational |
structure in a program; examples of components are references to variables, |
arithmetic Wﬁuﬁmmﬂo:m and relatious, and Boolean expressions. If P is a
program containing a component C, then there is 2 mutation transformation
that can be applied to C to produce C'; P’ is then the mutant program
ncﬁmmvoupmnm to P and containing C'. In weak mutation testing it is required
thatatestt W_um constructed in which C is executed as tis applied to P, and that in
at least one such execution of C, C produces a different value from C’. Notice _
that, even w:osmr ¢’ produces a different value from C under test £, it is
possible for programs P and P’ to compute the same output under test ¢.

The noﬂﬁo:na mutations then consist of the follawing:

i

1. Variable reference: This component mutalion causes the component to°
reference a different variable, If v is a variable associated with a
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component C, then in order for C to compute a value different from a
possible mutation C” of C, it is necessary to execute C in an environment
in which v has a value different from the values of ail other variables in
that environment. ,

2. Variable assignment: This component mutation causes the component to
assign the value to a different variable. If vis a variable to which C assigns
a value, then in order {or C to return output different from a possible
mutation C' of C, it is sufficient to execute C over data in which the valus
stored by C into v is different from the value currently stored in p.

These two types of moi@o:ai mutations are primitive and appear as parts of
the other three kinds of components:

3. Arithmetic expression: This component mutation consists of arithmetic
expressions that are off by an additive constant, off by a multiplicative
constant, and have incorrect coefficients. The first two types of mutations
can be easily distinguished from corresponding expressions, for if E isan
additive or multiplicative constant mutation of an arithmetic expression
E, then it is sufficient to execute E over a single vector of values in order
to distinguish E from E'. If Eis an arithmetic expression in which one or
more coefficients have been changed, then distinguishing mutation
arithmetic expressions is more complex, and the size of test sets required
to differentiate them may be quite large; Howden (1982) gives some ideas
as to how these test sets can be chosen.

4. Arithmetic relation: This component mutation consists of arithmetic
relations that contain incorrect relational operators and off-by-an-
additive constants. An arithmetic relation R {exp, R exp;) can be
distinguished from a mutation R’ in which the relation has been changed
by executing R over data for which exp, < €xpsz, €Xp, = &XPa, and
exp; > exp,. The ofl-by-a-constant mutation for an arithmetic relation
can be detected by a suitably chosen single test point.

Howden (1982} indicates that his resulis for arithmetic relation mutations
have been derived from work described by Foster (1980). Foster based his
development on the assumption of integer variables, but the.results can easily
be mnzmnm_.ﬁna to real numbers. In his paper Foster-has contributed several
other ideas for testing techniques where no model is available for analysis:

5. Boolean expression; This component is a function of the form B(E,
E,,....E), where E,, 1 <isn, is an arithmetic expression or variable
that evaluates to true or false, where the E; are transformed by logical
operators OR, AND, and NOT. A Boolean expression mutation can
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Eom&&ﬁﬂ is expected to know the operation of the program

EBQ%& well to provide state transition diagrams as models of various

H.Eco:mi functional parts of that program.

532 Testability , S

Howden CWMGV defines testability as the property that a finite set of testscan
be specified ﬁ:mw will detcrmine if the program that implements a function-
coatains one of a specified set of faults. More specifically, let f be a function
mEﬁ_nEmnﬁm&g all oripart of a program, and let f” be the hypothetically
correct but unknown function. Suppose a set of functions F is kndwn to
contain both f and f, and that it is possible to construct a finite set of tests T
such that, onmmmE., function f'in F,if f = f"overall testsin T, then [ = f” over
all input data. Then f is said to be zestable relative to F. The concept of
testability is|a further-development of the notion of completeness criteria,
identified earlier by Howden (1981; 1982). .

As an example of a testable algebraic expression that might occur in
algebraic mi;wommm“ consider the form g

S(x, ) = (ax + b)f(cy + d)

Assume thatF contains f and all other functions that differ by only a single
parameter {rom the set of four in this function. Then f is testable relative to F,
for a single nonzero value of x and y for which the ansoamumﬁow i8S norzero
will suffice gs set T . “

At this point notice. the similarity between testability and the test selection
rules given mmn Section 5.2.1 for Howden’s weak mutation testing, Howden

(1982) developed the concept of testability and presented it along with the

g

RSy

weak mutation testing approach. Although both are shown to be tesiable by
Howden’s criteria, they do represent different approaches to testing.

The namﬂmﬁ of control synthesis differs substantially from the weak
mutation components described in Section 5.2.1 Howden indicates that he
was motivated to include control synthesis in functional testing as a resuli of -

an empirical study of.errors in a large COBOL data processing system. This

study m:oéwa Emﬁooaqo_mwﬁrmmmmwmn_a:maSvn manwmwmma :m.mnmm&mnﬁnnﬁ
funciional model.. . . . i

In mmﬂﬁﬁ 1.5 we discussed the need for a test oracle, which is the type
required for program parts for testing algebraic, conditional, and. iterative.
synthesis. Howden (1982) requires a different type of oracle for control
synthesis; ?m oracle (or programmer) must know what sequence of functions
should be performed for a certain fest case. Thus control synthesis can detect
missing nE”duEmzobE faults, as illustrated in Figure 4. Howden argues tha, if

the only kind of fault possible is a missing computation faunlt and we are
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Q

“Incorrect Program Correct Program

mi. 4. Missing 85@.5&5:& fault. (Fram Eozn_a:_ copyright © 1985, IEEE).

providéd with a control synthesis oracle, then f = fif> is lestable for the
missing computation fault f;. When a systematic execution of the program is
conducted; the required functional sequence will not be executed, thus
revealing the missing computation fault.

533 Function Identification

Howden (1980) provides the sources of functions; they should be selected
from .

1. specifications—if informal, then verbs provide the functions; if formal,
the functions can be obtained from formal assertions, tables, and
- formulas; -

2. programs—select functions from elementary program statements, sub-

routines, and subpaths; .

3. design information and design documents—these materials provide an
additional source of functions; it is ideal if a mapping can be found from
design functions to specific code fragments.

Howden emphasizes that the program should be well understood before
functional testing is used. This advice certainly applies to other methods of
testing as well. : .

5.3.4 Functional Test Coverage

Given the sources of functions identified in Section 5.3.3, various means
must be found to select tests for these functions. Howden (1980) has identified
the following methods of test coverage, and has found them to be useful for
functional testing:

e iests to span domains of output variables or expressions, as well as input
variables
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i

the conirol flow graph will be traversed at least once ?oﬁ.nmu_on&:m_ﬁo bianch -
coverage); moreover, this set should be minimal with respect to this property. =~

A test set is then minimafly thorough if every arc (or branch) in the control flow
graph is traversed at least once during the execution of the test set; MOTEGVEr,
this test set should be minimal with respect to this property. From the
discussian in Section 2.2, recall that if we find the minimal covering sat of
paths, this does not guaraniee a minimally thorough test, as one or more of the
paihs in the minimal set may be infeasible. Ntafos and ‘Hakimi (1979) have
provided an efficient polynomial solution to the minimal covering path set
problem; the complexity is O(W?), where W is the numbér of vertices of the
control flow graph. . . .
One would E_S to have a metric in order to guide path-oriented testing; for
example, software managers are infamous in their desire for a sin glenumber to
measure how Lesting is going—i.e., “test coverage” A study of metrics has’
been given by Woodward et al (1980), including metrics for statement
coverage, branch coverage, and some generalizations; the authors call these
“test mmmn?_,m#mmm ratios,” measuring the percent coverage of the total number
of Tequired structures. In addition, Woodward et al. (1980} have provided
some imporiant experimentation on a collection of numerical software, in
order to gain experience with these metrics. As a result of these experiments
they have Evﬁama some further insights into path-oriented testing. They
advocate iesting as many of the shorter feasible paths as possible, since they
are simpler E.Ta yet achieve good coverage. They further note that the presence
of infeasible paths impedes the achievement of 100%; coverage measures. They
have provided a further study of how the number of infeasible paths can be
reduced by %ENEm a systematic methodology; this research is continuing.
They also add a warning which we should make sure is communicated to
software Bmwsmmmﬂm“ An achievement of 1009 coverags metric does not
provide any guaraniee of the absence of errors in the software. Other, more
sophisticated metrics can be based on the data flow testing hierarchy of
Weyuker {1984), which we discussed in Section 4.3 and presented as Figure 3.
mxvmnmam:ﬁmoz with these metrics will be: reported in the research literature
over the next several years. L o
For the problem of the termination of Umﬁr-onnnﬁnauﬁmw:sm, m:oﬁ:.oa
alternative to coverage metrics is to.phrase the problem another way: In the
selection of jpaths for testing, is there a point at which subsequent paths will
give little or no information, and we can stop? This approach has led to the
“sufficient paths criterion,” which will be discussed in Section 6.3. This

approach currently has a number of serious limitations, but does represent an

interesting alternative to coverage metrics, .mmm.nnmm:w in that this sufficient
paths criterion can lead to the gelection of improved paths for testing.
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An excellent discussion of path-oriented testing and the selection of paths
for this purpose is provided in the monograph Software Testing Technigues by
Boris Beizer (1983). His approach is quite pragmatic, and he possesses a strong
base of practical experience, which pervades his disciissions. Beizer rec-

ommends the selection of simplest and ?mo.:onm___.w sensible paths to achieve -

the target coverage metric:He also suggests that additional paths should differ
in small variations from previous paths selected; he argues that paths selected
for testing represent an experiment; and.in experimental design one attempts
to change as few variables as possible in subsequent experiments. Beizer argues
for paths that execute iteration loops once, more than once, and no times (if
possible). He indicates that Huang {1979) has shown that some initializalion
problems can only be detected by two or more passes through the iteration
loop, and this is his rationale for requiring multiple executions of an iteration
loop within some selected path. Beizer has many other practical suggestions
for the selection of test paths and should be consulted for other ideas.
Finally, one of the advantages of path-oriented testing is that these methods
tend to be easier to automate than other approaches, such as functional
testing. This can be very important, as testing requires extensive involvement
and time of an experienced tester; a software producer becomes quite
vulnerable if an cxperienced testing professional should leave his

organization.

6.2 Domaln Testing

“The objective of domain testing is to demonstrate that it is possible to select
test data for a restricted set of programs to detecta specified type of error, and
yef to characterize the extent to which these errors could be detected for that
program class. Much of the material in this section is drawn from White ef al,
(1981) and is reprinted by permission of North—Holland Publishing Co.,
copyright © 1981, In the following development, concepts of predicate
interpretations and input space structure will be presented before the domain
strategy is discussed.

'6.2.1 Predicate Interpretation

A simple predicate is said to be linear in variables V|, S‘u ..., Vyif itis of the
form .
..L..._.w\._. + \mmw\m + T \.r/;\.z ROP K

where K and the 4, are constants and ROP represents one of the relational
operations (<, >, =, =, Z, #)h .
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374 LEE J. WHITE

Equalities can arise from predicates that occur explicitly in the program, or
that form from J,zo or mote inequalities that produce a coincidental equality.
For example, if X < A and X = 4 are two inequalities that occur in a single
path condition, then the result is a coincidental equality X = A.

6.2.3 boami ﬂmﬂ_ﬁm,&,mm:anzo:m

The domain testing strategy is designed to detect errors and will g.mﬂno:&
in detecting errors in any type of domain border under certain conditions. Test
points are mwbmlﬁma for each border segment, which, if processed correctly,
determine that both the relational operator and the position of the border are
carrect. An error in the border operator occurs when an incorrect relational
operator is used in the corresponding predicate, and-an error in the position of
the border oceurs when one or more incorrect coefiicients are computed for
the particular Rm&nmﬁm interpretation, The strategy is based on a geometrical

analysis of the domain boundary and takes advaniage of the fact that vown_ﬂm
on or near the border are most sensitive to domain errors. A number of

authors have Emam this observation—e.g., Boyer et al. (1975) and O_m:m.m .

(1976). m

[t should be mamrmmﬁma that the domain strategy does not require that the .

correct E.omBWB be given for the selection of test points, since only
information obtained from the given program is needed. It will be convenient,
however, to be able to refer to a “correct border,” although it will not be
necessary to wm,w.,n any wmﬂﬁnamw about this border. Define the given border as
that corresponding to the predicate interpretation for the given program being
tested, and the Wn.e.w.mnh border as the borderthat would be calculated in some
correct program. o

There are limitations inherent to any testing strategy, and these also

constrain the domain strategy. Two such limitations were defined in Section

1.4 as coincidental correctness and missing path errors. As applied to domain,

testing, coincidental correctness can occur when a specific test point follows an
incorrect path, and yet the output variables coincidentally are the same as if
that test point Tﬁnm to follow the correct path. This test wounld then be of no
assistance in the detection of the domain error that caused the control flow
change. No wkﬁw.omwﬁna strategy can circumvent this problem.

The domain testing strategy will be developed and validated under a set of
simplifying assumptions: )

1. Oowuammrﬁ& correctness does not occur for any test case, -

2. A missing-path error is not associated with the path being tested.

3. Each border is produced by a simple predicate.

WA
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4, The path corresponding to each adjacent domain computes a different -
function than the path being tested. ,

5. The given border is linear, and if it is incorrect, the correct border is also
lingar.

6. The input space is continuous rather than discrete.

Assumptions | and 2 have been shown to be inherent to the testing process,
and cannot be entirely eliminated. Recognition of these patential problems,
however, can lead to improved testing techniques. Assumptions 3 and 4
considerably simplify the testing strategy, for with them no more than one
domain need be examined at one time to seleet test points. As for the linearity
assumption, 5, the domain testing method has been shown (o be applicable for
nonlinear boundaries, but the number of required test points may become
inordinate, and there are complex problems associated with processing
nonlingar boundaries in higher dimensions. The continuous- input space
assumplion, 6, is not really a limitation of the proposed testing method, but
allows points to be chosen arbitrarily close to the border to be tested. Anerror
analysis for-discrete spaces is available (White et al,, 1978) and shows that
pathological cases do exist in discrete spaces, for which the testing strategy

- cannot be used, but that these accur only when domain size is on the order of

the resolution of the discrete space itself.
Any program that satisfies constraints 1 through 6 will be referred to as a

linearly domained program.

m..m.a Test Point ,m.m..,.mo:o:

The test points selected will be of two types, defined by their position with
respect to the given border. An ON test point lies on the given border, i::m an
OFF test point is a small distance € from, and lies on the open side of the given
border. Therefore we observe that, when testing a closed border, the ON test
points are in the domain being tested and each OFF test point is in some
adjacent domain. :

Figure 5 shows the selection of three test points 4, B, and C for a closed
inequality border segment. 1f the OFF test point C is projected down on line
segment AB, then the projected point must lie strictly between A and B on this
line segment. Also, point C is selected a distance € from the given border
segment and will be chosen so that it satisfies all the inequalities defining the
domain except for the inequality being tested. '

The domain testing strategy for the two-dimensional case can be extended
to the general N-dimensional case in a straightforward manner. Since an
(N — 1)-dimensional hyperplane border segment is determined by N linearly




11 st Jutod TEB 1V,, pue ;dojs Sunsa) $20p UAYM,, ‘S1e SSHIE AJeInieu ey}
suonsenb oy} ‘A391e1s UONIA[S yed pajBuome Aue J0 uopmIep Ay} Ul
m ‘maqo1d 21sEq SIY} W01 I2ns saigojens paynenio-yied Auent.
‘IoA02I0 | "ahuyu] £[[erusjod si puB HONYSE] [ELI0YRUIqWOD A[YS1Y B Ul 54013
siped Jo Jequnu 543 Yey) ST yoeoIdde ST M wofqoxd ayy ‘yred o) Fuoe:
saeorpald ,ﬁcm sajqeLea Judul Jo J9quunu Y} Yils Apresury K[uo smo13 A3arens

urewop uﬁ ur ed yous 10] sjurod 1593 paimbal jo Jequnt &t ydnoyyy

UOLISILID SUIBd 1USI0INS Ul €9

, : 79 TONSAY
m ﬁun_tnumw_u oressal eyl Jo yoeoxdde oy} K[osioa1d SI SWL ‘suoeoyoads
wreifoxd oy moy “F9 TONRUILIONL [EUOHIPPE UTBIQO JENUE 3A ‘§10113
med-urssiu J0 §10119 uoneindwod 102)2p 0] 19pI0 U] -wrerdoxd uaAld ay} Jo
2In}onIIs ﬂ%ﬁ 0} pajE[al AeyeTonul 818 434} 200118 ‘pa3091ap AJqBI[21 9q UED m.ﬂot.ﬁmw
urewop ATuo Aym 1e9[0 St} SNYY, "PA3se} 24 o0 wrefoid 2y} WoIj UONRUIOJUL
AJuo sosT|yotym ‘goroidde [eimjonns B JO sdurexe ue st gupsa) wrRWo .
"pajoalep A[qEl[al 9q PITIOD §10113 UROP 1BY) 0§ SUOLIPUOD JO 19§ WU
oy} puy 0} sBm 333 woeqod oy} ‘paspu] "paureIqO 9q UBI SUOHIPUCD Bunsa]
ajqeyjer ‘sureido1d jo 19sqns PAZHoBIBYD ® puz s10119 Jo sad4y oyroads uodi)
PasTIon] Si LORUYE JI JEY) UmOYs SBY yoxeasal Fur]se) UIBWOP Y3 *9|qeA|OSHT
st :ormﬁnum eYEp 159) S[qElel jo wolqord 2y} JEU} MOUY oM ydnoyyy
W ‘Gui1se) o|qEl[al B JATWSE ISIPOUL B UIAD 10} Em:uoﬁmﬂﬂ
st s1y) [eJeusd ul BV Ay1Bajo SMOYS 10 SIYL P20 St f8e1B1)s PARUSLIO
-yyed & upym yyed 1od Jurod B1EP 183} OUO Auo Sursooyo 03 29UIRJR1 SpUl SUO
‘Jaromoy aInyels)i| Fuse) YoIessal sy} ul seoejd Kugw U] "paiinbal 2q E:o%
syutod umwu 210WL UAAS TS} {IN000 PINOYS $§3U031100 [BJUIPIaUI0D JI pUE s10112
UTEWOP JO UOW0913P 3[qer]al 10} WUt 8 51 poxnber sjutod 359} Jo Jaqmnil
Iy} EE.Tﬁumno 03 S1 SU[Se} UIBWIOP WO} §]NSAI Jl M3TA O fem 9u( _
| juswSss 19p10oq ol
w014 3 suepdred Ay & uo Payeoo0] 4oea ‘gymtod JJO A Y Jusurdss 19p1oq o1}
uao QE&.}, yoes 0} 2500 10) X9119A Je2 1B yurod N we 5190138 KBajrIls A % Y
oy 1, Juewses 1apiog aY} WOy IDUEISIP 3 B PAEIO] jutod 140 Toee ‘sutod
140 N/pue sjuiod NO N S193[es £Saye13s TORIRIES N X N 9L .mmaUEﬂT
uosum_mwm posoxdurr omy p218ad3ns 2aBy £51]], "paloalapun UrBWISl TR} Eokwu
uremrop 2818} [ejeurploul U jnsal Letu AS318118 TOI09[95-189) T X N SIf} im«
PayeoIpul oAy (Z861) 1719 MBI (C861) 2NUM PUB BIRI1ad UL USALZ I Eoem_a
I1apIoq Yaea I0J syied 1803 1 X N 29U} 10928 O} YoM £q poyyem oytoads V.
_ "sd00] uoheIIl
10 sounss1d oy} 03 anp ‘SYIEd JO IQUINT JAISSIVXS UE UTEU0d Ajeupnol i 3l
se ‘wresgoad [eonoeld Ate 10] a[qe1daoorum ST 3500 [B10) 213 ‘IpASMO L "HIRUIOP

10d syutod 3891 (€ + NS UBT) 210wl 00 SN Pajosiep aq uea 10419 EmE__o_w

i
A i

NOILYOIdiHIA ONY DNILSTL FHYMLH0S _
!
i

e ‘sweiSoid paurewop A18aur] 10§ ‘A[jeoyideds "SI[qRLIBA mdui jo Jaquinu
oy pue yyed oy} Juofe seyeorpaid Jo Jaqunu Su3 yym Aresul] Aluo smo1d
syutod 1597 jo Jequunu ST, yred ajFuls € 10§ sutod 153] JO JQUINU AYYEUOSER]
® s21mbo] S10.115 UIRWOP JO UON293ap a]qeyal fwresold peujewop A[1eau| € §0
vondmmsse 3y} 0} 19alqns YY) §TSuTISs) UIBWIOP JO SI[NSaI IofEW 31} JO 3UQ

Buyssa) WBWIOQ UC SUOJIBAIBSGO 8WOS  6°T'9

- :.ﬁuOumua
aq 01 gied 213 Fuole sejeapasd JO IBqUINY SY3 S § puE aoeds jndur oyy jo Ae

-LOTSUSTILP a1} §2)BIIPUI N 219U ‘UIetHOp 12d syurod 3891 (€ + N)S UBY} Q10UT
ou uIsn 3 UEBY) 19)8aIF OPIIUSTW JO $10113 |8 J02)3p 0} pasjuerend st A3eje1)s

Fumyss) UrRWOp oy} ‘19pIog Supuodsailoo oy} WO 3 20UE)SIP B UASOYD yutad
IO 1oes g “sweiford pauretmop A[2esUl] 10,4, :3UNS3) UIBWOP 0] 5)|Nsal
a3y} sezueMIInS (086]) USYOD) PUE )T, WO J[NSal FuIMO[0] 5y, ‘SUTEILOP
jusoefpe neamiaq sjutod so3 Furreys £q pue sprjod 1893 NO §e sjurad suUrR13Xo
Fursi Aq 3502 Buyise) SIY) S0NPal UBD M “J3AIMOY ‘uredy urBwWop oEuonm
a3 Jo A1epunoq sy) ur sjuLwEes 19p10q JO JAqUINU 9y} SI § pUE paugap 81
urewIop 913 YyaIysm u sords ndur ayy jo ANJBUOCISUSLLIP L) SI Af BISYM “UIBLIOP
sed syuod 389y (g 4 NS 1sow je saumber £BojeI)s Fupse) UEWOP SYL ,

: 's1eploq jussepe
fj¢ 03 Suppuodsaliod syurensuoD L)ifenbaul oty isiyes osje ysnut juted 440
o1f} ‘2580 [RUOISUSUIIP-OM] 9Y) UL SE ‘UONIPPE U] sjulod N 3530 JO HOHRUIQUID
¥2Au00 ® §1 1apioq uaAld ayy ‘uo uoposfosd ssoym *pojodjes Si jutod
1591 1O 3i8uis v "juspuadaput £[1eouy] aq 03 pasjuelend aq JSHw syurod asoy)
PUE 1ep10q 1031100 a4} U0 sjulod N KJuspi 0] ARy M ‘syutod juspuadapur

“J2p10q Jeall]] [EUOISUAMIP-0MY B 10] sjuted 158, °¢ 'o1d

~—m———— laplog 10811070
: laplog usAln

A

' @ urrwoq

NO 440 NO

o= 1y we]

3LIHM T 330 Q/E

:
i




378 m LEE J. WHITE

|

possible to uc_.i to a particular program construct and say that it has been
m.cmmowmm:u\ tested, i.6., O errors remain undetected?” In general, we know that
this problem has been proved undecidable, but a programmer’s intuition
suggests that %n: claims should be possible after the selection of a small
number of Hmm. paths, especially if we possess a strategy in which we have
gpecific confidence in terms of its ability to detect certain types of grrors in
some construct along that path for an mw@nouamﬁqamﬁoam class of
programs. Lo :

Zeil has am,._”mﬂoﬂma a vector-space model for predicate errors (Zeil and
White, 1981), m: assignment errors (Zeil, 1983b), and for computation errors
(Zeil, 1984), apd this model has indicated substantive answers (o these
questions. It mwOpE be emphasized that this research and these resulis are
essentially independent of the domain strategy and require only a path-
oriented ﬁmﬁjﬁm strategy that will reliably detect either domain errors or
computation errors. Much of the material in this section has been deawn from

White et al. Cmm: mznmmﬂi:ﬁmagﬁn_.mammmoz%Zo...? |ﬂo:m=aw:_u:m:m:m
Co., copyright © 1981, .

|

f,

6.3.1 Sufficient Testing Sets
-

In order now.mﬁmﬁ these results more precisely, let us carefully define these:

questions mba, nonnm@a..»rmmﬁo:umgm mmmmz.%n_.mﬁmmlo;tqomﬁmﬂ oo_._mﬁcoﬁ
if the failure to detect some error in that construct, nsing a reliable methaod of

selecting data points along those paths, implies that this error would go

- undetected for any path through the program. We can then restate the

. | .
questions more rigorously, as:

a) After L aumber of paths that pass through the construct have been
tested, what is the marginal advantage of testing another path?

b) Istherea point (before nearly all paths have been tested) at which we may
say thalt no more paths through some program oo.:mﬁcﬁ need he chosen

and Hmwnm.. i.e., that this construct has Uamb.mcmm.nmnnnwﬂam_nn%

6.3.2 jimm of Testing Blindness

In order ﬂn us to characierize the minimal number of paths which must be .
tested, we first must cléarly understand why multiple paths might be needed (o

detect an nnwcm Emooumﬁn:n:m:o:‘mmm ﬁmmawomnmu.ﬂrmmxmau_mm Eﬂm_u_mH
show three different reasons why a single path may not detect an erroneous’ .
predicate. These are termed, assignment blindness, equality blindness, and self-

blindness, A.:a represent a seemingly pathological set of values for variables .

along the path, so that both the correct and the incorrect predicates gvaluate to ()

equal values.
|
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TaBrel

A. ASSIGNMEMT BLINDNESS

Correct Incarrect
A= A=1
IF B> 0 THEN IFB+A>1THEN

B. BouaLiTy BLINDNESS

" Correcl Incorrect
IF D =2 THEN IFD= .w.,H.EmZ
;%o.+c"v3:mz Envwammz
" C. SELF-BLINDNESS
Correct Incorrect
X=4 X = A
EuNI“_Vc :u.w.+\wleo

6.3.3 Results from the Vector Space Model

The vector space model has yielded an insight as to how multiple paths
through a single construct can resolve the ambiguities due to various types of
blindness. Results have been obtained for the effects of assignment errors in
linearly domained programs and for the effects of predicate errofs in maore
general vector spaces, for which Zeil (1983b) has characterized “vector-
bounded programs.” This has allowed the generalization of linear functions to
polynomial or multinomial functions, for example. In his work on com-
putation errors, Zeil (1984) also generalized his results to programs i which
the computation assignment statements possessed errors that could be

modeled as vector spaces. :
To geta more specific and simpler intuition for his results, assume a linearly

domained Unomqmau, the vector space in question is then composed of

e one vector for gach assigned program variable, for a total of M;
e one vector for each equality restriction on the path domain, at most N
total, where N is the number of input variables.
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proof was Eamvw:amzﬁ of the surrounding program structure, the result holds
regardiess of the existence of nested iteration loops. The Iteration Limit
Theorem appties, then, for the total number of iterations of an innermost loop
in this nesting m.””EnE_,‘m.

Another result in a similar vein and applying to domain testing has been
presented by Wisznicwski (1985) and is called “iterated domains.” In this
paper he anmmn% elementary classes of paths; an elementary path is a control
path that does not execute any instruction more than once (i.e., it does not
contain any :n,ﬂmmoﬁ_oov&,. mmn_m. glementary class of paths will then be
composed of 9%. elementary path and all paths that differ from that path only
by the ma&momﬂom an arbitrary number of loop iterations: This is the same
notion as given by Hawden (1981) some time ago and called “boundary-
interior classes of paths.”

Wiszniewski ?m: goes on to prove that if the computations in a program P
are primitive recursive, then only a finite number of paths from gach
elementary class need be tested. He argues that practical programs compuie
primitive recursive functions when the number of iterations of loops can be
pounded. | . ‘ _

Further research is needed to see whether this approach can be applied in
practice. First one must be able to identify which paths to select to be tested.
Next it must be mentioned that the number of elementary classes can grow
exponentially %n: in small programs, an observation also made by Howden'
{1981). This ﬂmmaﬁ could certainly prove very useful in domain testing or in
other testing methods where the number of control -paths grows in an

unacceptable ﬁoEEnanm_ manner.

6.3.6 hm::?m:o: Testing

Based :UE,H the tesults of mcﬁna:ﬁ paths, Zeil has developed a new

approach to %mzum called “perturbation testing.” This has been applied to
program assignment statements (Zeil, 1983b), computation'errors (Zeil, 1984),
and domain errors (Zeil; 19 83a). In his previous results onsufficient paths, Zeil

based the theory upon. knowledge about the programs being tested (&8 .

linearly domained, vector bounded, etc.). In practice we usually do not have
this informaiibn. Perturbation testing only requires that the user make mvmomm.n
assumptions hhn:uoﬁ, the funciional form of the error terms as perturbations.
Thus one could begin by testing to eliminate all linear error terms and later
expand this testing to cover higher-order error terms. o

As an mxmmw.ﬁ:w, consider perturbation testing for computation errors (Zeil,
1984); Zeil compares this approach to algebraic testing as described by
Howden (1978a). Zeil indicates Lhat algebraic testing can be considered ds a

black box approach, where an a priori prescription is given to detect a

SOFTWARE TESTING AND VERIFICATION 383

computation error. For example, the class of multinomial functions on r
variables with exponents less than g can be tested using ¢” points arranged in a

‘configuration called a “cascade set” (Howden, 1978a). With perturbation

testing applied to the same multinomial functions, the output is observed with
each test, a blindness error space computed, and test data subsequently
selectad that will sibstantially reduce that error space. :

Zeil argues that algebraic testing is mathematically equivalent to this
approach, but that perturbation testing offers more flexibility. He gives a
multinomial example with three variables and maximum total exponent of
three in one {erm; although this requires twenty-seven test. points with
algebraic testing, Zeil only needs nine test points. Of course, there is the
additional ,no&ﬁﬁmmo:m_ work to construct and examine the blindness error

space.

Until perturbation testing receives more use in practice, it remains to be seen
whether practitioners can benefit from the insights provided by this highly

structured testing approach.

6.4 Program Specification Testing and Partition Analysis

We have indicated that one of the primary limitations of structured testing
methods, which include path-oriented techniques, is that they use only the
program itself. A number of researchers are actively examining the possibility
of generating test data from program specifications, especially to complement
structural approaches such as path testing. .

" Gourlay (1983) has recently surveyed many aspects of the program testing
problem and has included an area he calls “specification-dependent testing.”
He has pointed out that, due to the lack of one pervasive specification
language, each research investigator utilizes his or her own specification
language and thus various methods cannot be fairly compared. These
specification languages range from very formal systems such as the predicate
calculus to more procedural specification languages, which have been used to
generate test data in addition to the computer programs themselves.

Cartwright (1981) has developed a very high-level language with which to
eXpress program specifications, and since it is procedural, this language allows
him to generate test data from the specifications. Richardson and Clarke
(1985) have also chosen to nsé a very high-leve! language for program
specifications, and explicitly perform a path analysis of the specification to
obtain a partition of the input space, which s used to further refine the path-
testing partition from the original program. Gourlay (1981) has shown that
specifications can be written using the fAexibility and power of the predicate
calculus, and yet test data can also be generated from specifications expressed
in this more formal structure. : :

i
|
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These E:wowm also use iteration loop analysis and symbolically represent
iteration loops'through a closed-form expression that captures the effect of
that loop. ﬂrﬁ requires the derivation and solution of recurrence relations,
which H%Hmma% the changes to program variables made by iterations of ‘the
loop.Fora &mm:m,ﬁon of these techniques see Cheatham etal.(1979) or Clarke
and Richardson (1981). . .
. Ttis not always possible to solve these recurrence relations or to prove that
iwo ooaﬁﬁmﬁmoum or subdomain descriptions are the same. (It should be
recognized that problems in the latter set are in general undecidable, from our
discussion in mmozon 2.2) At that point the verification has failed for these
siibdomains, and the issue is turned over to the testing phasc of the system.
Clarke and Ew:mﬁamo: (1985) have observed that this occurs in surprisingly
few cases for practical software systems. .

LEE J. WHITE

6.4.3 Partition Testing

One could me why partition testing would be necessary if the Anawom.:“o:
process were successful. We have already noted that verification is not always
successful wogmz subdomains. [n addition, a run-time environment is utilized
for testing, rather thana conceptual environment as was used for verification,
Another problem, however, is-that it is unreasonable to assume that speci-
fications are always correct or complete, and testing can bring this prob-
lem into monﬁ”m. : ‘ ‘

Partition testing uses a combination of structural and functional methods
to detect both computation errors and domain errors. Computation errors are
detected by functional tesling (Howden, 1980), including special value tesling
and nx:‘mﬂj_ output value testing, as well as by a method proposed by
Redwine (1983). Domain errors are detected by domain testing (White and

Cohen, 1980}, boundary value and condition coverage (Myers, 1979, and
extrernal input value testing (Howden, 1980). An objective is to unify these
techniques so that these criteria can be automated. Notice that missing-path
errors can ajso be detected, since specification information is provided.-

, ‘

6.4.4 Evaluation of Partition Analysis

Enrm_.amv: and Clarke (1985} reports an extensive mxﬁmaimimzoz with

the partition analysis system using thirty-four diverse programs. Documented -

errors in these programs werd systematically detected by either symbolic

evaluation ?. testing or both, including four missing-path errors. There werea |
number of instances where verification failed: in each of those cases the testing -
was able ﬁ discover any existing errors. Since most of these programs were
either correct ot had few errors, some method was sought to demonstrate the!

SOFTWARE ,_.mm._._.zm AND VERIFICATION ' 387

effectiveness of the test set. It isinteresting that mutation analysis was applied,
and for all thirty-four programs, the muiant programs were either killed by -
testing or were proved to be equivalent to the original program by the veri- -
fication technique using symbolic evaluation. .

7. Conclusions and Future Prospects

We have seen that, although many essential problems in program testing -

are undecidable, there has been notable progress with a pumber of testing .
approaches. This has been achieved by concentrating on certain classes of
Programs and also on the detection of certain types of errors. If we recall the -

approach to symbolic testing by Richardson and Clarke (1985), even though :

they were faced with potentially undecidable issues, they have succeeded ;

through persistence and occasionalty accepting less ihan total success in

comparing Eo.mw?cczo formulas. Their system is designed so as to not only
recover from this failure, but to use it to positive advantage in a later testing

phase. . - ‘

We have identified as another question of major economic importance the.
need for a testing oracle fo determine correctness. In practice this is one of the,
most difficult and costly problems, and it is not just a theoretical issue. Some;

s been made with executable specifications, but considerably mors

progress ha
¢ automated this difficult

advancement is needed before we can claim to hav
aspect of testing. .

There are many controversial issues in testing where both practitioners and
researchers would not agres, but one area of common agreement by all
knowledgeable software experls is thal static testing should always be done
prior to dynamic testing, for the advantages gained in the early detection of
errors far outweighs its cost, which is low. Yet very few software projects
perform mwmﬁnam:n static testing.

Functional testing has been applied in practice without useful guidelines or
a solid theoretical basis. Thishas to alarge extent been provided by Howden in
his work on functional testing {1980; 1985) and also by his research on weak
mutation testing (Howden, 1982). These guidelines and research results should
be implemented in software project test plans. :

7.4 Future Prospects

Practical software projects have adopted the concepls of statement and
branch coverage, best discussed by Myers. (1979), as simple test plans for
structural testing. There is considerable research activity in the area of data-
flow testing, in which these simpler coverage measures are generalized to the
more powerful data-flow coverage criteria. The most recent work has been

1
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