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Welcome!
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Overview of Today

• Course logistics and introductions 

• Summary of the “Inferring Internet Denial of Service Activity

• Moore, Voelker and Savage, USENIX Security 2001  

• What do you think? 

• Guided Discussion 

• Action Items



Logistics
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Introductions

• Me

• Paul Pearce

• Assistant Professor, School of Cybersecurity and Privacy, School of Computer 
Science

• PhD UC Berkeley Computer Science, 2018

• Advised by Vern Paxson

• Worked closely with UC San Diego and Princeton

• Spent a year as a visiting researcher Facebook

• MS and BS also UC Berkeley

• (Go Bears!)
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Introductions

• You

• Your name

• Your program

• How far into your program

• Have you taken a graduate security course before?

• An interesting fact (if you choose to share)

• What do you hope to get out of this class?



Inferring Internet Denial-
of-Service Activity
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Network Behaviors
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Spoofing and Backscatter
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• Expectation of observing an attack

• E(X) = N * M * 1 / (2^32)

• Attack rate R

• R >= R’ * 2^32 / N
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Results
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Time series data



CS8803-EMS — Class 02 — DoS Paul Pearce

Packet types
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Uniform Assumption
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Attack Duration
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Validation



Your Thoughts



Guided Discussion
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Action Items

• Summary and questions for class 3 (Mirai botnet) will go online tonight

• Questions for Tuesday class will go online by the end of Thursdays (at the 
latest)

• Questions for Thursday will go online by the end of Sunday (at the latest)  

• Summary and questions for class 3 are due Monday at noon

• How’s that time sound for you all?  

• Discussion lead signup forms will go online at 5pm (~1.75hr from now)

• A Canvas note will be sent with the URL



Thank You

Paul Pearce
https://cc.gatech.edu/~pearce/

Questions?


